Third Age

Third Age Health Information Privacy Policy
Purpose

This document outlines the policy related to Privacy, in line with the Privacy Act 1993, which promotes and
protects the privacy of information collected from and about an individual and the Health Information
Privacy Code 1994, which was established specifically for the management of information relating to health
and disability support services such as general practice.

Scope

This Policy applies to all Third Age Health employees and all contractors working for Third Age
Health.

Policy
The practice staff will understand, comply with, and implement the requirement of the Health Information
Privacy Code 1994.
The practice will;
e Have a Privacy Officer who has received training and is aware of his/her responsibilities.
e Collect health information in a manner that complies with the Health Information Privacy Code and
personal information with the Privacy Act.
e Comply with Health Information Privacy Code requirements when using health information and the
Privacy Act when using personal information.
e Comply with the Health Information Privacy Code when storing and destroying health information
and the Privacy Act with personal information.
e Comply with Health Information Privacy Code requirements when disclosing health information.
e Comply with the Health Information Privacy Code when correcting health information.
e Follow the process outlined when dealing with requests for information.
e Ensure confidentiality of information.
e Follow the process outlined to deal with transferring patient’s information.
e Make available information relating to health information privacy for patients on request.

e Ensure staff have adequate training to understand their roles in complying with privacy legislation

Privacy Officer Responsibilities

Privacy Officer is Niomi Fleming ARC Practice Manager.
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Responsibilities of the Privacy Officer include:

1

10

11

12

13

The Privacy Officer shall have completed necessary training
Health 101 https://elearning.privacy.org.nz/

Ensuring that the practice has the required privacy policies and procedures up to date and stored in a
readily accessible format

Ensuring that all team members have read and understood the policies and procedures and
have updated their personnel training record to that effect

Ensuring that the practice complies with the Privacy Act in relation to employees, and the Health
Information Privacy Code in relation to patient information

Dealing with requests made to the practice about personal or employment information

Briefing the practice team on changes to practice processes

Alerting the practice team to privacy complaints received and what will be done to prevent the same
thing happening again

Up skilling the practice team on workshop information / case studies i.e. providing training in practice
team meetings

Overseeing the orientation privacy process

Advising management about recommended training opportunities to up skill the practice team

Ensuring staff training records are up to date
All staff have completed training Health ABC https://elearning.privacy.org.nz/

Ensuring that the privacy complaints received are dealt with in the correct manner, are tabled as an
agenda item at practice team meetings and working with the Privacy Commissioner or investigating
officer should the need arise

Ensuring that there are clear guidelines on who can access patient information and that handling
health information is done according to practice policies and procedures
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The Code applies rules to agencies in the health sector. When it comes to health information
The Code's 12 Health Information Privacy Rules substitute for The 12 Principles of the Privacy Act.

The 12 Principles of the Privacy Act

1. Purpose of collection of health information
Only collect health information if you really need it.

N

Source of health information
Get it straight from the people concerned where possible.

3. Collection of health information from individual
Tell them what you're going to do with it.

4. Manner of collection of health information
Be considerate when you're getting it.

5. Storage and Security of Health Information
Take care of it once you've got it.

6. Access to personal health information
People can see their health information if they want to.

7. Correction of health information
They can correct it if it's wrong.

8. Accuracy of health information
Make sure health information is correct before you use it.

9. Retention of health information
Get rid of it when you're done with it.

10. Limits on health information
Use it for the purpose you got it.

11. Limits on disclosure of health information
Only disclose it if you have a good reason.

12. Unique identifiers — NHI
Only assign unique identifiers where permitted.
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Confidentiality

All practice team members will have signed confidentiality agreements which are held in the staff member’s
personnel file.

All contractors will have signed a confidentiality agreement.

All healthcare students working in the practice for a defined time period will have signed a confidentiality
agreement.

Health Information Privacy Training

All staff are to have completed training related to the Health Information Privacy Code. (Health 101 or Privacy
ABC on the Privacy Commissioner website)

A record of training is to be maintained in the staff personnel file.

New staff members to the practice must show evidence of previous training or undertake training during
induction to the practice.

Transfer of Medical Records

Medical records are the property of the doctor, not the patient.

The information in the records can be considered the patient’s and therefore patients are entitled to have a
copy of their record in a format suitable to the patient.

Where a patient registers with another general practice and request their notes be transferred (the request
must be in writing), the processes below must be followed to ensure clinical records are safely maintained

and meet the requirements of the Health Information Privacy Act and the ‘Code of Rights'.

Patients are entitled to one copy of their notes without charge (if hard copy), additional copies can be
charged. Request for notes/files from Insurance companies can be charged.

Only transfer out when written consent from patient is received.
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Outgoing Transfer of Notes

Procedure as follows:

e On receiving the written and signed request to transfer the patient’s clinical file, ensure that the request
is signed by the patient or activate EPOA/legal guardian and that the request is genuine.

e Administration/Receptionist notifies the patient’s General Practitioner that the request has been
received.

e Notes are to be reviewed by the GP or Practice Nurse to ensure all recent screening, results and medical
information has been entered into the clinical notes.

e Transfer of records to take place within 10 working days.

e Flectronic notes are sent via GP2GP (via Healthlink) to ensure confidentiality.

e Paper notes are sent via the aged care facility to new facility/GP address.

e Patients going overseas may be given a copy of their notes if it seems impractical to send them to their
doctor overseas.

e Request confirmation of receipt of records from the practice to which the notes are being transferred to.

e The request is scanned into the patient file.

e Document in the notes the detail of the transfer.

e Remove the transferring patients from any recall lists as applicable.

e [fapplicable inactivate patient from patient portal.

e [f patient is moving overseas, they may wish to retain portal access for access to their medical notes
when required.

Incoming Transfer of Notes

Most incoming transfers are actioned as part of the patient’s registration/enrolment form which indicates if
they give permission for the practice to access their records from their previous GP/practice.

Acknowledge receipt of the notes, electronically or fax to the previous practice.

Procedure as follows:

e Asigned authority by the patient or activated EPOA/legal guardian must be obtained to transfer
records from the patient’s previous GP to the practice.

Transfer in via GP2GP

e The practice uses GP2GP and the privacy related to this is covered in the practice enrolment form.
e Files are sent via a secure portal (Healthlink).

e Staff accessing the files have signed confidentiality forms.

e Electronic records will appear in the Inbox of the PMS for the provider. (GP)

e The administrator will import the file (if via GP2GP) into the electronic patient record.

e Hard copy notes are to be sent to the aged residential care facility.

e Medical history/ classifications/ family history/ smoking status/ recalls and screening / immunisations,
and all other relevant history to be added to the PMS.
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Monitoring request for patient files to be transferred in
Administration staff monitor the request for the transfer of notes via the following:

e The enrolment form / request for transfer form that the patient has signed is sent to the previous
practice via email.

e Staff check to ensure date and signature is clearly visible.

e Hard Copy enrolment form / Request for Transfer is filed.

Storage, Security and Maintenance of Records

o All hard copy notes are stored at the aged residential care facility.
e Files of patients that have not had any consult (in person or via phone or through portal) that are
older than ten years and one day, are destroyed.

Related legislation

Privacy Act 1993

Health Practitioners Competence Assurance Act 2003
References/Resources/Websites

The Office of the Privacy Commissioner https://privacy.org.nz/

Recommended resources from the Office of the Privacy Commissioner
https://privacy.org.nz/news-and-publications/brochures-posters/

e Privacy and CCTV: A guide to the Privacy Act for businesses, agencies and organisations
e Health Information Privacy Code (HIPC)1994

e Good Privacy is Good Business (free)

e Health Information Check—up (free)

e On the Record, a Practical Guide to Health Information Privacy, 2nd edition

e Poster - Privacy Clock 12 Privacy Principles

https://privacy.org.nz/assets/Files/Privacy-forum/IPPs-clock-poster-final-low-res-2012.pdf

Recommended E Training from the Office of the Privacy Commissioner
https://elearning.privacy.org.nz/

Australian Medical Association
Clinical Images and the use of personal mobile devices
https://ama.com.au/article/clinical-images-and-use-personal-mobile-devices

Medical Council of New Zealand www.mcnz.org.nz

The Maintenance and Retention of Patient Records
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New Zealand Medical Association www.nzma.org.nz

Medical Protection Society (MPS) Medico Legal Advice 0800 225 5677
http://www.medicalprotection.org/newzealand/contact

Medical Assurance Society https://mas.co.nz/insurance/medical-protection-society 0800 800 627

Healthy Practice (MAS) — login required

Manager for policy approval ARC Practice Manager
Approved on 08/02/2023
Revision date 08/02/2024
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